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281>@C. � 1C4ь O:><C 28?04:C 2038 :@8B5@VW2 157?>A5@54=ь> 2?;820NBь =0 281V@ 

:@0I>W 0;ьB5@=0B828 2 7040G0E ?@89=OBBO @VH5=ь, 0 B0:>6 =0 :V=F52C >FV=:C 2 

7040G0E >FV=N20==O 70 1030Bь<0 :@8B5@VO<8.

� B>9 A0<89 G0A, 02B>@8 [ ] AB25@46CNBь, I> VA=Cє =87:0 28:;8:V2 B0 

?@>1;5< 2 5:A?5@B=><C >FV=N20==V. �>:@5<0, 2 [ ] AB25@46CєBьAO, I> >FV=N20==O 

:>5DVFVє=BV2 206;82>ABV <0є AC1’є:B82=89 E0@0:B5@, >A:V;ь:8 :>65= 5:A?5@B 

A?8@0єBьAO =0 A2V9 4>A2V4, 7=0==O, V=BCWFVN, B><C >FV=:8 @V7=8E 5:A?5@BV2 <>6CBь 

ACBBє2> 2V4@V7=OB8Aь. �=H>N ?@>1;5<>N є B5, I> 5:A?5@BC V=>4V 206:> >4=>7=0G=> 

28AB028B8 ?52=89 45B5@<V=>20=89 10; >FV=FV, 5:A?5@B8 G0AB> AC<=V20NBьAO <V6 

AC<V6=8<8 >FV=:0<8 [ ]. �@V< B>3>, A:;04=> ?>@V2=N20B8 :@8B5@VW @V7=>W ?@8@>48. 

!0?@8:;04, :@8B5@VW «20@BVABь ?@>є:BC» V «@V25=ь 5:>;>3VG=>W 157?5:8» 

28<V@NNBьAO @V7=8<8 H:0;0<8 V <0NBь @V7=89 7<VAB. -5 >4=8< 28:;8:>< ?@8 

>FV=N20==V 22060NBь 270є<>70;56=VABь :@8B5@VW2. �;O ?@8:;04C, ?V428I5==O 

=04V9=>ABV <>65 2?;8=CB8 =0 20@BVABь. ' B0:><C 28?04:C A:;04=> >FV=8B8 

206;82VABь F8E :@8B5@VW2 V7>;ь>20=>.

�;O CAC=5==O =5287=0G5=>ABV 5:A?5@B0 ?@8 >FV=N20==V 1030B> =0C:>2FV2 

?@>?>=CNBь 28:>@8AB>2C20B8 B5>@VN =5GVB:8E <=>68= [ ]. �;O C=8:=5==O 

AC1’є:B82=>ABV >FV=:8, 206;82VABь :@8B5@VW2 2 =0HV9 7040GV 1C;> 70?@>?>=>20=> 

>FV=8B8 B@ь>< @V7=8E 5:A?5@B0< 30;C7V.



� 48A5@B0FV9=V9 @>1>BV ?>1C4>20=> A8AB5<C =5GVB:>W ;>3V:8 4;O >FV=N20==O 

203>28E :>5DVFVє=BV2 :@8B5@VW2 B0 28<>3 =0 >A=>2V [ ]. !0 @8AC=:C =02545=> 

AB@C:BC@=C AE5<C 70?@>?>=>20=>W A8AB5<8 4;O 7=0E>465==O 203>2>3> :>5DVFVє=B0 

=0 >A=>2V 5:A?5@B=8E >FV=>: B@ь>E 5:A?5@BV2 7 2@0EC20==O< =5287=0G5=>ABV.

$8A %B@C:BC@=0 AE5<0 A8AB5<8 =5GVB:>W ;>3V:8 >FV=N20==O :>5DVFVє=BC 

206;82>ABV :@8B5@VN 7 2@0EC20==O< =5287=0G5=>ABV B0 =5C73>465=>ABV 4C<>: 

5:A?5@BV2.

�0?@>?>=>20=89 <5B>4 >FV=:8 157?5:8 A09BC ?5@5410G0є >FV=N20==O 

:>5DVFVє=BV2 206;82>ABV 4;O :@8B5@VW2 B0 28<>3 157?5:8. $>73;O=5<> 1V;ьH 

45B0;ь=> ?@>F5A >FV=N20==O >4=>3> B0:>3> :>5DVFVє=B0 B@ь><0 5:A?5@B0<8. 

�>6=><C 7 5:A?5@BV2 1C;> 70?@>?>=>20=> 28AB028B8 :>5DVFVє=B 206;82>ABV 28<>38 

70 H:0;>N 2V4 0 (28<>30 =5 70AB>A>2=0 01> 01A>;NB=> =5 206;820) 4> 10 



(<0:A8<0;ь=89 @V25=ь 206;82>ABV). &>1B> =0 2EV4 2 A8AB5<C ?>ABC?0є B@8 >FV=:8 1, 

2, 3. #VA;O Fь>3> 2V41C20єBьAO D078DV:0FVO :>5DVFVє=BV2 ?@>F5A ?5@5B2>@5==O 

GVB:8E B>G=8E, 2EV4=8E 40=8E =0 =5GVB:V <=>68=8. ' :>=B5:ABV =5GVB:>W ;>3V:8, 

D078DV:0FVO 4>72>;Oє A8AB5<V ?@0FN20B8 7 =5287=0G5=VABN B0 AC1'є:B82=VABN. #VA;O 

Fь>3> >B@8<Cє<> =5GVB:V <=>68=8 W1, W2, W3, I> 2V4?>2V40NBь 4C<FV :>6=>3> 7 

B@ь>E 5:A?5@BV2 2V4?>2V4=>. !0 =0ABC?=><C 5B0?V 70AB>A>2Cє<> ?@028;> C73>465==O 

4C<>: 5:A?5@BV2 H;OE>< ?5@5>1G8A;5==O DC=:FVW =0;56=>ABV 4;O :>6=>3> 

<>6;82>3> 7=0G5==O >FV=:8. "AB0==V< 5B0?>< 28ABC?0є 45D078DV:0FVO – >15@=5=0 

>?5@0FVO 4> D078DV:0FVW, O:0 2V4?>2V40є 70 ?5@5B2>@5==O =5GVB:8E <=>68= C GVB:5 

G8A;>25 7=0G5==O.

$>73;O=5<> 45B0;ь=VH5 :>65= 7 >?8A0=8E 5B0?V2. �;O ?>G0B:C @>73;O=5<> 

:>@>B:> B5>@5B8G=V 2V4><>ABV B5>@VW =5GVB:8E <=>68=, O:V ;560Bь 2 >A=>2V 

70?@>?>=>20=>W A8AB5<8 >FV=N20==O.

2.5.1 �;5<5=B8 B5>@VW =5GVB:8E <=>68=
$>73;O=5<> 5;5<5=B8 B5>@VW =5GVB:8E <=>68=. �;0A8G=>N <=>68=>N ) 

=07820єBьAO AC:C?=VABь >1’є:BV2, O:V 28ABC?0NBь 5;5<5=B0<8 FVєW <=>68=8 B0 

>1’є4=0=V ?52=>N >7=0:>N. &@048FV9=> B0:C <=>68=C 70?8ACNBь C 283;O4V:

Ā = {þ1, þ2, & þĀ},           Ā = 1, �̅̅ ̅̅ ̅
!5GVB:>N <=>68=>N =07820NBь AC:C?=VABь ?0@ 284C (þ, �(þ)), 45 þ�Ā �(þ)

=07820NBь DC=:FVєN =0;56=>ABV, I> 287=0G0єBьAO 2V4>1@065==O<: �(þ): Ā → [0,1]
&>4V =5GVB:C <=>68=C Ā� <>6=0 ?>40B8 C 283;O4V:
Ā� = {(þ1, �(þ1)), (þ2, �(þ2)), & (þĀ, �(þĀ))}, Ā = 1, �̅̅ ̅̅ ̅,   �(þ): Ā → [0,1]
� [ =02545=> :V;ь:0 20@V0=BV2 DC=:FVW =0;56=>ABV, 7>:@5<0 B@8:CB=C, 

?0@01>;VG=C, 5:AB@0?0@01>;VG=C. �@V< B>3>, VA=CNBь B@0?5F5?>4V1=0 DC=:FVO, 

A83<>W4=0, 30CA>20 B0 V=HV.



"?8H5<> 45B0;ь=VH5 :V;ь:0 DC=:FV9 =0;56=>ABV. �>:@5<0 B@8:CB=0 DC=:FVO 

<0є 283;O4:

(þ) = {  
  1,           þ = ÿþ 2 þÿ 2 þ , þ < þ < ÿ  Ā 2 þĀ 2 ÿ ,         ÿ < þ < Ā 0,             в інших випадках

!0 @8AC=:C ?@82545=> ?@8:;04 B0:>W DC=:FVW

$8A. 2. . #@8:;04 B@8:CB=>W DC=:FVW =0;56=>ABV

&@0?5F5?>4V1=0 DC=:FVO >?8ACєBьAO D>@<C;>N:

�(þ) =
{  
  1,          ÿ ≤ þ ≤ Āþ 2 þÿ 2 þ , þ < þ < ÿ  ā 2 þā 2 Ā ,         Ā < þ < ā 0,             в інших випадках

!0 @8AC=:C 2 ?@82545=> ?@8:;04 B0:>W DC=:FVW



$8A #@8:;04 B@0?5F5?>4V1=>W DC=:FVW =0;56=>ABV

�0CA>20 (=>@<0;ь=0 :@820) – 3;04:0 A8<5B@8G=0 DC=:FVO, I> 4>1@5 <>45;Nє 

=5GVB:V ?>=OBBO 7 "@>7<8B8< F5=B@><", I> 287=0G0єBьAO D>@<C;>N:

(þ) = ĂþĂ (2 (þ 2 Ā)22�2 )
�5 E F5=B@, <0B5<0B8G=5 A?>4V20==O, 0 � – A5@54=ь> :204@0B8G=5 2V4E8;5==O (?0@0<5B@8 =>@<0;ь=>3> @>7?>4V;C)
*O DC=:FVO 28:>@8AB>2CєBьAO, :>;8 ?>B@V1=> 70157?5G8B8 <’O:V 3@0=8FV 

=5GVB:8E <=>68= (482. @8A. 2.



$8A #@8:;04 30CA>2>W DC=:FVW =0;56=>ABV

�;O <>45;N20==O ?>=OBь B8?C "28A>:89 @V25=ь", "25;8:5 7=0G5==O" B>I> 

28:>@8AB>2CNBь A83<>W4C DC=:FVN:

�(þ) = 11 + Ă2�(�2�)
45 0 V A – ?0@0<5B@8 DC=:FVW, I> 287=0G0NBь :@CBVABь B0 F5=B@ ?5@5E>4C 2V4?>2V4=>

#@8:;04 3@0DV:C B0:>W DC=:FVW =02545=> =0 @8AC=:C

$8A.2. . #@8:;04 A83<>W4=>W DC=:FVW =0;56=>ABV



2.5.2 (078DV:0FVO >FV=>: 5:A?5@BV2

(078DV:0FVO є ?5@H8< V :;NG>28< :@>:>< C 1V;ьH>ABV A8AB5< =5GVB:>W ;>3V:8. 

�0<V=0 B>G=8E G8A;>28E >FV=>: =5GVB:8<8 <=>68=0<8 4>72>;Oє:

•  >45;N20B8 =5287=0G5=VABь: ;N4Aь:5 <8A;5==O G0AB> >?5@Cє =5B>G=8<8 

?>=OBBO<8. (078DV:0FVO 4>?><030є :><?'NB5@=8< A8AB5<0< "@>7C<VB8" B0 

>1@>1;OB8 B0:C =5287=0G5=VABь.

• %?@>IC20B8 ?@54AB02;5==O 7=0=ь: 70<VABь A:;04=8E <0B5<0B8G=8E 

<>45;59, D078DV:0FVO 4>72>;Oє 28:>@8AB>2C20B8 V=BCWB82=> 7@>7C<V;V ;V=32VAB8G=V 

B5@<V=8.

• %B2>@N20B8 1V;ьH 3=CG:V A8AB5<8: A8AB5<8, I> 28:>@8AB>2CNBь 

D078DV:0FVN, <>6CBь :@0I5 040?BC20B8AO 4> <V=;828E C<>2 V =5?>2=8E 40=8E.

"B65, =0 40=><C 5B0?V DV:A>20=0 >FV=:0 5:A?5@B0 � ?5@5B2>@N20;0Aь =5GVB:C 
<=>68=C 283;O4C:

ÿ = {0, �(0)), (1, �(1)), & (10, �(10))}
/:I> 5:A?5@B 2?52=5=89 2 A2>W9 >FV=FV V ?@8A2>Nє 9><C 7=0G5==O DC=:FVW 

=0;56=>ABV 1, 0 2AV< V=H8< <>6;828< 7=0G5==O< 0, B> =5GVB:0 <=>68=0 7@5HB>N 

B@0=AD>@<CєBьAO C 728G09=C <=>68=C, O:0 <VAB8Bь >48= 5;5<5=B – 203>289 

:>5DVFVє=B, O:89 281@02 5:A?5@B:

ÿ = {0,0), (1,0), & , (ý, 1),& , (10,0)} = {ý}
#@>B5, O: ?>:07Cє 4>A2V4, 5:A?5@B8 G0AB> AC<=V20NBьAO <V6 :V;ь:><0 

AC<V6=8<8 >FV=:0<8, B0 7@5HB>N 2818@0NBь >4=C 7 =8E. ->1 2@0EC20B8 

=5287=0G5=VABь 5:A?5@B0 4;O ?@><V6=8E >FV=>: 2V4 1 4> 9 1C;> >1@0=> B@8:CB=C 

DC=:FVN =0;56=>ABV, I> >1G8A;N20;0AO 70 D>@<C;>N:



�(þ) =
{  
  1,           þ = ýþ 2 ý + 22  , ý 2 2 < þ < ý  ý + 2 2 þ2 ,         ý < þ < ý + 2 0,             в інших випадках

, þ = 1,9̅̅ ̅̅

� B0:><C 28?04:C, O:I> 5:A?5@B ?VA;O @>74C<V2, 7@5HB>N >18@02 >FV=:C 

:@8B5@VN , B> =5GVB:0 <=>68=0, I> 2V4?>2V40;0 FV9 >FV=FV <0;0 283;O4:

ÿ = {0,0), (1,0), & , (4, 12) , (5,1), (6, 12)& , (10,0)}
*O DC=:FVO =0;56=>ABV =5 2@0E>2Cє :@09=VE 7=0G5=ь >FV=>:, B><C C 28?04:C, 

:>;8 5:A?5@B >18@02 7=0G5==O 203>2>3> :>5DVFVє=B0 0, I> ?5@5410G0;> 2V4ACB=VABь 

?52=>3> DC=:FV>=0;C B0 =570AB>A>2=VABь 28<>38, =5GVB:0 <=>68=0 

B@0=AD>@<C20;0Aь 2 GVB:C 7 є48=8< :>5DVFVє=B><

ÿ = {0,1), (1,0),& , (ý, 0), & , (10,0)} = {0}
' 28?04:C, O:I> 5:A?5@B ?@8A2>N202 <0:A8<0;ь=5 7=0G5==O 203>2>3> 

:>5DVFVє=B0 10, B> DC=:FVN =0;56=>ABV 70?@>?>=>20=> 287=0G0B8 C 283;O4V

ÿ = {0,0), (1,0),& , (ý, 0), & , (9, 12) , (10,1)}
2.5.3 '73>465==O >FV=>: 5:A?5@BV2
�>;8 >FV=:8 5:A?5@BV2 28@060NBьAO =5GVB:8<8 <=>68=0<8, 28=8:0є ?>B@510 

2 A?5FV0;ь=8E <5B>40E 4;O 03@53C20==O B0 C73>465==O F8E AC1'є:B82=8E AC465=ь. 

*V <5B>48 4>72>;ONBь >B@8<0B8 є48=C, :>=A>;V4>20=C >FV=:C, O:0 2V4>1@060є 

:>;5:B82=C 4C<:C 3@C?8 5:A?5@BV2.



�A=Cє :V;ь:0 ?V4E>4V2 4> 03@53C20==O =5GVB:8E >FV=>:, O:V <>6=0 

:;0A8DV:C20B8 70 @V7=8<8 >7=0:0<8 [

• <5B>48, 70A=>20=V =0 >?5@0FVOE =5GVB:>W 0;351@8;

• <5B>48, 70A=>20=V =0 =5GVB:8E V=B53@0;0E;

• <5B>48, 70A=>20=V =0 2V4AB0=V B0 ?>4V1=>ABV;

• <5B>48, 70A=>20=V =0 Vє@0@EVG=><C 0=0;V7V.

!5E09 ?VA;O ?5@H>3> :@>:C <0є<> B@8 =5GVB:V <=>68=8 >FV=>: 5:A?5@BV2:ý̃ = {þ, �ý�(þ)}, þ ∈ Ā, Ā = {þ, 0 ≤ þ ≤ 10, þ�ý}, �ý�(þ): Ā → [0,1]þ� = {þ, �þ�(þ)}, þ ∈ Ā, Ā = {þ, 0 ≤ þ ≤ 10, þ�ý}, �þ�(þ): Ā → [0,1]ÿ̃ = {þ, �ÿ̃(þ)}, þ ∈ Ā, Ā = {þ, 0 ≤ þ ≤ 10, þ�ý}, �ÿ̃(þ): Ā → [0,1]
#5@H0 3@C?0 <5B>4V2 28:>@8AB>2Cє AB0=40@B=V >?5@0FVW =04 =5GVB:8<8 

<=>68=0<8 4;O >1'є4=0==O >FV=>:. �> =8E 2V4=>AOBь >?5@0FVN ?5@5B8=C, I> 

70AB>A>2Cє >?5@0B>@ <V=V<C<C (min) 4;O >1'є4=0==O =5GVB:8E <=>68= B0 22060єBьAO 

:>=A5@20B82=8< ?V4E>4><. $57C;ьB0B>< є =5GVB:0 <=>68=0, O:0 ?@54AB02;Oє 

"A?V;ь=C" G0AB8=C 2AVE >FV=>::

�ý�+þ�+ÿ̃(þ) = ÿ�Ā(�ý�(þ), �þ�(þ), �ÿ̃(þ))
�=H>N >?5@0FVєN є >1’є4=0==O <=>68=, I> 70AB>A>2Cє >?5@0B>@ <0:A8<C<C 

(max) B0, ?> D0:BC, є 1V;ьH >?B8<VAB8G=8E ?V4E>4><. (>@<C;0 4;O >1G8A;5==O 

DC=:FVW =0;56=>ABV 4;O 42>E >1’є4=0=8E <=>68= <0є 283;O4:

�ý�,þ�,ÿ̃(þ) = ÿþþ(�ý�(þ), �þ�(þ), �ÿ̃(þ))
-5 >4=8< :><?@><VA=8< ?V4E>4>< є >1G8A;5==O A5@54=ь>3> 7=0G5==O 

DC=:FV9 =0;56=>ABV 4;O :>6=>W <>6;82>W >FV=:8 5:A?5@B0. *5 ?@>AB89 <5B>4, O:89 

70157?5GCє :><?@><VA <V6 :>=A5@20B82=8< V >?B8<VAB8G=8< ?V4E>40<8.

�ý�+þ�+ÿ̃(þ) = (�ý�(þ), �þ�(þ), �ÿ̃(þ))3



-5 >4=8< ?V4E>4><, O:89 2@0E>2Cє 4>2V@C 4> 5:A?5@BV2 є 72065=5 A5@54=є. 

/:I> 5:A?5@B8 <0NBь @V7=89 @V25=ь 7=0=ь 01> 4>A2V4C, WE=V< >FV=:0< <>6CBь 1CB8 

?@8A2>є=V @V7=V 203>2V :>5DVFVє=B8.

�ý�+þ�+ÿ̃(þ) = ýý ∙ �ý�(þ) + ýþ ∙ �þ�(þ) + ýÿ ∙ �ÿ̃(þ)
45 ýý, ýþ, ýÿ – 203>2V :>єDVFVє=B8 4>2V@8 4> 5:A?5@BV2. �03>2V :>5DVFVє=B8 <>6CBь 
>18@0B8Aь AC1'є:B82=> (70 @VH5==O< :5@V2=8:0 ?@>є:BC) 01> >1'є:B82=> (=0 >A=>2V 

?>?5@54=ь>W @>1>B8 5:A?5@BV2 01> WE=ь>W C73>465=>ABV).

�> ?>?C;O@=8E <5B>4V2, 70A=>20=8E =0 =5GVB:8E V=B53@0;0E 2V4=>AOBь 

V=B53@0; ,>:5 (Choquet Integral) B0 V=B53@0; %C35=> (Sugeno Integral) [ ]. /:I> 

<0є<> 3@C?C 5:A?5@BV2, B> 728G09=0 "2030" 5:A?5@B0 ?@>AB> ?>:07Cє, =0A:V;ь:8 2V= 

206;8289.  5B>48 C73>465==O >FV=>: =0 >A=>2V =5GVB:8E V=B53@0;V2 4>72>;ONBь 

2@0E>2C20B8 270є<>72’O7:8 <V6 5:A?5@B0<8 B0 203C :>6=>W >FV=:8, 70157?5GCNG8 

3=CG:5 >1’є4=0==O 4C<>:. �> ?5@5203 F8E <5B>4V2 2V4=>AOBь C73>465=VABь, >A:V;ь:8 

2>=8 4>72>;ONBь 7<5=H8B8 2?;82 :@09=VE 01> AC?5@5G;828E >FV=>:.

 5B>48 C73>465==O 5:A?5@B=8E >FV=>:, 70A=>20=V =0 2V4AB0=V B0 ?>4V1=>ABV, 

>@Vє=B>20=V =0 B5, I>1 7=09B8 :><?@><VA=C >FV=:C, O:0 =09<5=H5 2V4@V7=OєBьAO 2V4 

V=482V4C0;ь=8E >FV=>: 5:A?5@BV2 01> є =091V;ьH AE>6>N 4> =8E C ?52=><C A5=AV. 

#>4V1=VABь >FV=>: 287=0G0єBьAO O: ABC?V=ь AE>6>ABV <V6 5:A?5@B=8<8 4C<:0<8, 

>A>1;82> :>;8 28:>@8AB>2CNBьAO =5GVB:V <=>68=8. &0:V <5B>48 4>72>;ONBь 

287=0G8B8, =0A:V;ь:8 4C<:8 5:A?5@BV2 1;87ь:V, V AD>@<C20B8 C73>465=C >FV=:C O: 

>?>@=C B>G:C, I> =091V;ьH ?>4V1=0 4> 2AVE V=H8E.

� 40=V9 @>1>BV 4;O C73>465==O 4C<>: 5:A?5@BV2 281@0=> <5B>4 A5@54=ь>3>, O: 

=09?@>ABVH89 <5B>4, I> 70157?5GCє :><?@><VA :>=A5@20B82=8< V >?B8<VAB8G=8< 

?V4E>40<8. "1G8A;82H8 A5@54=V 7=0G5==O DC=:FVє =0;56=>ABV 70 D>@<C;>N (19), 
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@>71V6=>AB59. �06;82> =5 BV;ь:8 03@53C20B8 >FV=:8, 0 9 0=0;V7C20B8 ABC?V=ь 

@>71V6=>AB59. /:I> @>71V6=>ABV 70=04B> 25;8:V, F5 <>65 A2V4G8B8 ?@> =5>1EV4=VABь 

4>40B:>28E 48A:CAV9 <V6 5:A?5@B0<8 01> 70;CG5==O =>28E D0EV2FV2. ' 45O:8E 

28?04:0E ?@>F5A C73>465==O <>65 1CB8 VB5@0FV9=8<. #VA;O ?5@H>3> 03@53C20==O 

@57C;ьB0B8 <>6CBь 1CB8 =040=V 5:A?5@B0< 4;O >13>2>@5==O B0 <>6;82>W :>@5:FVW 

WE=VE ?>G0B:>28E >FV=>:.

2.5.4 �B0? 45D078DV:0FVW

�5D078DV:0FVO є =52V4'є<=>N G0AB8=>N =5GVB:8E A8AB5<, >A:V;ь:8 2>=0 

4>72>;Oє ?5@5B2>@8B8 =5GVB:V @5:><5=40FVW 2 :>=:@5B=V 4VW. �57 Fь>3> 5B0?C 

28A=>2:8 =5GVB:>W A8AB5<8 70;8H0;8AO 1 "@>7<8B8<8" V =5?@840B=8<8 4;O 

28:>@8AB0==O 2 @50;ь=><C A2VBV. �5D078DV:0FVO є 7025@H0;ь=8< 5B0?>< C @>1>BV 

@>7@>1;5=>W A8AB5<8 =5GVB:>W ;>3V:8, O:89 ?>;O30є C ?5@5B2>@5==V =5GVB:>W 

<=>68=8 C73>465=8E >FV=>: 5:A?5@BV2 =0704 C B>G=5, G8A;>25 7=0G5==O 203>2>3> 

:>5DVFVє=B0

�A=Cє :V;ь:0 @V7=8E <5B>4V2 45D078DV:0FVW, 0;5 4> =091V;ьH ?>H8@5=8E 

=0;560Bь: <5B>4 <0:A8<0;ь=>3> 7=0G5==O (Mode), <5B>4 F5=B@C BO6V==O (Center of 

COG), <5B>4 F5=B@C <0:A8<C<V2 (Center of Maxima COMa), <5B>4 

A5@54=ь>3> <0:A8<C<C (Mean of Maxi

!091V;ьH ?>?C;O@=8< <5B>4>< є <5B>4 F5=B@C BO6V==O. �V= >1G8A;Nє 

"F5=B@" ?;>IV ?V4 :@82>N DC=:FVW =0;56=>ABV 28EV4=>W =5GVB:>W <=>68=8. �;O 
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*59 A?>AV1 є V=BCWB82=> 7@>7C<V;89, ?@>B5 GCB;8289 4> :@09=VE 7=0G5=ь.
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� = āĂăþ���ă�Āþý�āĀ(ÿ)� = þ�Ą (ÿþþ� (�(þ))
/:I> є :V;ь:0  I 7 <0:A8<0;ь=8< 7=0G5==O< DC=:FVW =0;56=>ABV�(þ), B> 

B>G=89 203>289 :>єDVFVє=B <>6=0 7=09B8 70 <5B>4 F5=B@C <0:A8<C<V2:

� = āĂăþ���ă�Āþý�āĀ(ÿ)� = ∑�ÿ���
�5 – :V;ь:VABь 7=0G5=ь x 7 <0:A8<0;ь=8<8 7=0G5==O<8�(þ) þÿ�� =arg (max� (�(þ))
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C=VDV:>20=8E :V;ь:VA=8E <5B@8:, I> 40;> 7<>3C >1�@C=BC20B8 =5>1EV4=VABь 

@>7@>1:8 =>28E ?V4E>4V2 4> >1'є:B82V70FVW ?@>F5AV2 >FV=N20==O 70E8I5=>ABV.

�>A;V465=> >1<565==O VA=CNG8E <V6=0@>4=8E AB0=40@BV2 (ISO/IEC 

27004, ISO/IEC 27002) B0 B@048FV9=8E <5B>4V2 B5ABC20==O 157?5:8 (SAST, DAST, 

<5B>48 "G>@=>3>", "1V;>3>", "AV@>3>" OI8:V2), I> 40;> 7<>3C 2AB0=>28B8 WE=N 



=5A?@><>6=VABь =04020B8 V=B53@0;ь=89 ?>:07=8: 70E8I5=>ABV B0 28O2;OB8 

2@07;82>ABV 1V7=5A ;>3V:8.

$>7@>1;5=> 040?B82=89 <5B>4 :V;ь:VA=>W >FV=:8 70E8I5=>ABV 

2514>40B:V2 =0 >A=>2V AB@C:BC@=>3> 0=0;V7C B0 A5;5:B82=>3> 2V41>@C 28<>3 

AB0=40@BC OWASP Application Security Verification Standard (ASVS) 7 

D>@<0;V70FVєN 2V4V1@0=8E 28<>3 G5@57 GVB:> 287=0G5=V :@8B5@VW >FV=N20==O 70  

H:0;>N, I> 40;> 7<>3C AB2>@8B8 A8AB5<0B87>20=89 ?V4EV4 4> :V;ь:VA=>3> 

28<V@N20==O @V2=O 157?5:8.

�0?@>?>=>20=> 22545==O 040?B82=8E :>5DVFVє=BV2 206;82>ABV 4;O 
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>A>1;82>AB59 2514>40B:C B0 70AB>AC20==O 0?0@0BC =5GVB:>W ;>3V:8 4;O >1'є:B82V70FVW 
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AC465=ь B0 ?V428I8B8 B>G=VABь >FV=N20==O.
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>1'є:B82=>3>, ?@>7>@>3> B0 2V4B2>@N20=>3> :V;ь:VA=>3> 28<V@N20==O @V2=O 

70E8I5=>ABV 2514>40B:V2, I> AB2>@Nє ?V4�@C=BO 4;O 5:A?5@8<5=B0;ь=>W ?5@52V@:8 
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 �&"�' ���Ь��%!"� "*�!�� ��)�Щ�!"%&� ����"��&��� &� 
�"�" $������*�/ !� #$������ ����&$"!!"� �" �$*��

3.1 �:A?5@8<5=B0;ь=5 4>A;V465==O @V2=O 157?5:8 2514>40B:C eCommerce

$>7@>1;5=89 <5B>4 :V;ь:VA=>3> >FV=N20==O O:>ABV 157?5:8 251A09BV2
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2@07;82>AB59. �>4=>G0A, ?@0:B8G=5 70AB>AC20==O <5B>4C ?5@5410G0є 040?B82=89 
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O:89 O2;Oє A>1>N A?5FV0;V7>20=5 A5@54>28I5 4;O B5ABC20==O 157?5:8 5;5:B@>==>W 
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ACG0A=8< V=B5@=5B <03078=0<. �>40B>: 70157?5GCє C?@02;V==O :0B0;>3>< ?@>4C:FVW 
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:>H8:0 4;O <0=V?C;OFV9 V7 B>20@0<8, 0 B0:>6 V=B53@>20=V <5E0=V7<8 >D>@<;5==O 

70<>2;5=ь. �V= ?V4B@8<Cє 1030B>@V2=52C A8AB5<C 4>ABC?C, 2:;NG0NG8 @5єAB@0FVN 

9 02B>@870FVN :>@8ABC20GV2 V7 @>7?>4V;>< =0 @>;V (=0?@8:;04, 728G09=89 
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715@V30==O 40=8E, B0:8E O: V=D>@<0FVO ?@> B>20@8, :>@8ABC20GV2 B0 70<>2;5==O. 
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B8?C CSRF. *5 4>72>;Oє V<VBC20B8 @50;ь=V :V15@703@>78, E0@0:B5@=V 4;O A8AB5< 

5;5:B@>==>W :><5@FVW, V @>7@>1;OB8 AB@0B53VW WE 28O2;5==O B0 =59B@0;V70FVW. �024O:8 
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70157?5GCє V=B53@0FVN @50;ь=8E :59AV2 C =02G0;ь=89 ?@>F5A.
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<>6;82>ABV V=B53@0FVW V7 ACG0A=8<8 V=AB@C<5=B0<8 CI/CD. *5 4>72>;Oє ?@>2>48B8 

02B><0B87>20=5 B5ABC20==O 157?5:8 =0 :>6=><C 5B0?V @>7@>1:8.
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�0E8AB 40=8E
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�3V4=> B5>@VW =5GVB:8E <=>68=, I> >?8A0=0 2 ?V4@>74V;V 2.5.1 FVєW @>1>B8, 

?5@H8< 5B0?>< @>1>B8 A8AB5<8 =5GVB:>W ;>3V:8 є D078DV:0FVO – ?5@5B2>@5==O 

GVB:8E G8A;>28E >FV=>: 5:A?5@BV2 C =5GVB:V <=>68=8 4;O 2@0EC20==O 

=5287=0G5=>ABV 5:A?5@B=8E AC465=ь.

�;O ?5@5B2>@5==O :V;ь:VA=>W >FV=:8 203>2>3> :>5DVFVє=B0 :@8B5@VN w = 7 (0 ≤ 

w ≤ 10) 5:A?5@B0 1 70AB>A>2Cє<> B@8:CB=C DC=:FVN =0;56=>ABV 73V4=> 7 D>@<C;>N 

(14). "B@8<0є<>:



�(þ) =
{  
   1,                þ = 7þ 2 7 + 22  , 5 < þ < 7  7 + 2 2 þ2 ,         7 < þ < 9 0,             в інших випадках

, þ = 1,9̅̅ ̅̅
"B65, =5GVB:0 <=>68=0 4;O 5:A?5@B0 1, I> 2@0E>2Cє =5287=0G5=VABь 5:A?5@B0 

?@8 >FV=N20==V, ?@8A2>NNG8 <0:A8<0;ь=5 7=0G5==O (μ = 1) >1@0=V9 >FV=FV B0 

G0AB:>2V 7=0G5==O (μ = 0.5) AC<V6=8< 20@V0=B0<:

W̃¡ = {(0,0), (1,0), (2,0), (3,0), (4,0), (5,0), (6,0.5), (7,1), (8,0.5), (9,0), (10,0)}

�=0;>3VG=>, 4;O 4@C3>3> 5:A?5@B0 7 >FV=:>N ω¢ = 8 70AB>A>2CєBьAO B0 A0<0 

B@8:CB=0 DC=:FVO =0;56=>ABV 70 D>@<C;>N (14). #V4AB02;ONG8 w = 8:

�(þ) =
{  
   1,                þ = 8þ 2 8 + 22  , 6 < þ < 8  8 + 2 2 þ2 ,         8 < þ < 10 0,             в інших випадках

, þ = 1,9̅̅ ̅̅
!5GVB:0 <=>68=0 4;O 4@C3>3> 5:A?5@B0 2V4?>2V40є B5>@5B8G=8< 70A040< 

@>74V;C 2.5.2, 45 B@8:CB=0 DC=:FVO =0;56=>ABV <>45;Nє =52?52=5=VABь 5:A?5@B0 

I>4> B>G=>3> 7=0G5==O :>5DVFVє=B0 206;82>ABV:

W̃¢ = {(0,0), (1,0), (2,0), (3,0), (4,0), (5,0), (6,0), (7,0.5), (8,1), (9,0.5), (10,0)}

"A:V;ь:8 5:A?5@B 3 ?@8A2>W2 <0:A8<0;ь=5 7=0G5==O 203>2>3> :>5DVFVє=B0 (w 

= 10), I> 2V4?>2V40є =0928I><C @V2=N 206;82>ABV :@8B5@VN, 70AB>A>2Cє<> 

A?5FV0;ь=5 ?@028;> D078DV:0FVW 4;O :@09=VE 7=0G5=ь >FV=>:. �3V4=> 7 @>7@>1;5=8<

<5B>4><, >?8A0=8< C D>@<C;V (17), 4;O <0:A8<0;ь=>3> 7=0G5==O 203>2>3> 

:>5DVFVє=B0 DC=:FVO =0;56=>ABV 287=0G0єBьAO =0ABC?=8< G8=><:

W̃£ = {(0,0), (1,0), (2,0), (3,0), (4,0), (5,0), (6,0), (7,0), (8,0), (9,0.5), (10,1)}

&0:0 AB@C:BC@0 =5GVB:>W <=>68=8 2V4>1@060є 28A>:C 2?52=5=VABь 5:A?5@B0 C 

<0:A8<0;ь=V9 206;82>ABV :@8B5@VN (μ(10) = 1), 2>4=>G0A 4>?CA:0NG8 45O:C 



=5287=0G5=VABь I>4> ?>?5@54=ь>3> 7=0G5==O (μ(9) = 0.5). *5 C73>46CєBьAO 7 

B5>@5B8G=8<8 70A040<8 =5GVB:>W ;>3V:8, 73V4=> 7 O:8<8 D078DV:0FVO 4>72>;Oє 

<>45;N20B8 =5287=0G5=VABь ;N4Aь:>3> <8A;5==O, O:5 G0AB> >?5@Cє =5B>G=8<8 

?>=OBBO<8.

!0 40=><C 5B0?V 2AV >FV=:8 5:A?5@BV2 28@065=> =5GVB:8<8 <=>68=0<8 W̃¡, 

W̃¢, W̃£, I> 4>72>;8;> 2@0EC20B8 AC1'є:B82=C =5287=0G5=VABь :>6=>3> 7 5:A?5@BV2 

?@8 >FV=N20==V 206;82>ABV :@8B5@VN. /: 707=0G0єBьAO C 2 @>74V;V 2.5.2, 70<V=0 

B>G=8E G8A;>28E >FV=>: =5GVB:8<8 <=>68=0<8 70157?5GCє :V;ь:0 :;NG>28E 

?5@5203:

• <>45;N20==O =5287=0G5=>ABV 4>72>;Oє A8AB5<V >1@>1;OB8 BC 

=5287=0G5=VABь, 7 O:>N AB8:0NBьAO 5:A?5@B8 ?@8 28AB02;5==V :>=:@5B=8E 10;V2;

• A?@>I5==O ?@54AB02;5==O 7=0=ь 70<VABь A:;04=8E <0B5<0B8G=8E <>45;59 

28:>@8AB>2CNBьAO V=BCWB82=> 7@>7C<V;V ?V4E>48;

• AB2>@5==O 3=CG:8E A8AB5< 70157?5GCє :@0IC 040?B0FVN 4> =5?>2=8E 

40=8E B0 <V=;828E C<>2.

&0:8< G8=><, ?@>F5A D078DV:0FVW 4>72>;82 B@0=AD>@<C20B8 45B5@<V=>20=V 

>FV=:8 5:A?5@BV2 C =5GVB:V <=>68=8, O:V 1V;ьH 045:20B=> 2V4>1@060NBь @50;ь=89 

?@>F5A 5:A?5@B=>3> >FV=N20==O 7 ?@8B0<0==>N 9><C =5287=0G5=VABN B0 

AC1'є:B82=VABN.

!0ABC?=8< 5B0?>< 0;3>@8B<C, 70 O:8< DC=:FV>=Cє 70?@>?>=>20=0 A8AB5<0 

=5GVB:>W ;>3V:8, є C73>465==O 4C<>: 5:A?5@BV2, I> 7>1@065=> =0 AB@C:BC@=V9 AE5<V 

482. @8A. 2. ). /: 707=0G5=> 2 @>74V;V 2.5.3, 4;O 03@53C20==O =5GVB:8E >FV=>: VA=Cє 

:V;ь:0 ?V4E>4V2, O:V <>6=0 :;0A8DV:C20B8 70 @V7=8<8 >7=0:0<8: <5B>48, 70A=>20=V 

=0 >?5@0FVOE =5GVB:>W 0;351@8; <5B>48, 70A=>20=V =0 =5GVB:8E V=B53@0;0E; <5B>48, 

70A=>20=V =0 2V4AB0=V B0 ?>4V1=>ABV; <5B>48, 70A=>20=V =0 Vє@0@EVG=><C 0=0;V7V.

�;O C73>465==O 4C<>: 5:A?5@BV2 1C;> >1@0=> <5B>4 A5@54=ь>3> 

0@8D<5B8G=>3>. �3V4=> 7 <5B>4><, F59 ?V4EV4 є :><?@><VA=8< @VH5==O<, >A:V;ь:8 

70157?5GCє 10;0=A <V6 :>=A5@20B82=8< (>?5@0FVO ?5@5B8=C 7 >?5@0B>@>< <V=V<C<C) 

V >?B8<VAB8G=8< (>?5@0FVO >1'є4=0==O 7 >?5@0B>@>< <0:A8<C<C) ?V4E>40<8.  5B>4 



?>;O30є 2 >1G8A;5==V A5@54=ь>3> 7=0G5==O DC=:FV9 =0;56=>ABV 4;O :>6=>W 

<>6;82>W >FV=:8 5:A?5@B0.

"B65, ?VA;O ?5@H>3> 5B0?C D078DV:0FVW, >B@8<0;8 B@8 =5GVB:V <=>68=8 

>FV=>: 5:A?5@BV2 W̃¡, W̃¢, W̃£. #VA;O Fь>3> @>7@0E>2Cє<> C73>465=C DC=:FVN 

=0;56=>ABV 4;O :>6=>3> 7=0G5==O 73V4=> 7 D>@<C;>N (20). $57C;ьB0B8 >1G8A;5==O 

C73>465=>W DC=:FVW =0;56=>ABV ?@54AB02;5=V C 283;O4V:

• x = 0&5: μ(0...5) = (0 + 0 + 0) / 3 = 0

• x = 6: μ(6) = (0.5 + 0 + 0) / 3 = 0.167

• x = 7: μ(7) = (1 + 0.5 + 0) / 3 = 0.5

• x = 8: μ(8) = (0.5 + 1 + 0) / 3 = 0.5

• x = 9: μ(9) = (0 + 0.5 + 0.5) / 3 = 0.333

• x = 10: μ(10) = (0 + 0 + 1) / 3 = 0.333

� >B@8<0=8E 7=0G5=ь 28?;820є, I> <0:A8<0;ь=0 ABC?V=ь =0;56=>ABV (μ = 0.5) 

4>AO30єBьAO 4;O 7=0G5=ь 7 B0 8, I> A2V4G8Bь ?@> :>=F5=B@0FVN 5:A?5@B=8E >FV=>: C 

Fь><C 4V0?07>=V B0 2V4>1@060є :>;5:B82=C 4C<:C I>4> ?@V>@8B5B=>ABV 2V4?>2V4=>3> 

:@8B5@VN. '73>465=0 =5GVB:0 <=>68=0 <0є 283;O4:

W̃

"B@8<0=0 C73>465=0 =5GVB:0 <=>68=0 2V4>1@060є :>;5:B82=C 4C<:C 3@C?8 

5:A?5@BV2 B0 2@0E>2Cє @V7=><0=VB=VABь WE=VE V=482V4C0;ь=8E >FV=>:, 70157?5GCNG8 

:><?@><VA=5 @VH5==O 4;O ?>40;ьH>3> 5B0?C 45D078DV:0FVW.

�3V4=> 7 @>74V;>< 2.5.4, 7025@H0;ь=8< 5B0?>< @>1>B8 A8AB5<8 =5GVB:>W ;>3V:8 

є 45D078DV:0FVO, I> ?>;O30є C ?5@5B2>@5==V =5GVB:>W <=>68=8 C73>465=8E >FV=>: 

5:A?5@BV2 C B>G=5 G8A;>25 7=0G5==O 203>2>3> :>5DVFVє=B0. /: 707=0G5=> 2 <5B>48FV, 

45D078DV:0FVO є =52V4'є<=>N G0AB8=>N =5GVB:8E A8AB5<, >A:V;ь:8 4>72>;Oє 

?5@5B2>@8B8 =5GVB:V @5:><5=40FVW 2 :>=:@5B=V 4VW, 157 G>3> 28A=>2:8 =5GVB:>W 

A8AB5<8 70;8H0;8AO 1 "@>7<8B8<8" V =5?@840B=8<8 4;O 28:>@8AB0==O 2 @50;ь=><C 

A2VBV.

�;O >B@8<0==O 710;0=A>20=>W >FV=:8 :>5DVFVє=B0 206;82>ABV 70AB>A>20=> 

<5B>4 F5=B@C BO6V==O. �3V4=> 7 D>@<C;>N (23), 4;O 48A:@5B=8E <=>68= F5 72065=5 



A5@54=є 2AVE <>6;828E 28EV4=8E 7=0G5=ь. #V4AB02;ONG8 7=0G5==O C73>465=>W 

=5GVB:>W <=>68=8:� = 0 ∙ 0 + ⋯+ 5 ∙ 0 + 6 ∙ 0.167 + 7 ∙ 0.5 + 8 ∙ 0.5 + 9 ∙ 0.3330 + 0 + 0 + 0 + 0 + 0 + 0.167 + 0.5 + 0.5 + 0.333 + 0.333 == 0 + 0 + 0 + 0 + 0 + 0 + 1.002 + 3.5 + 4 + 2.997 + 3.331.833 = 14.8291.833 = 8.09
� @57C;ьB0BV 70AB>AC20==O A8AB5<8 =5GVB:>W ;>3V:8 4;O C73>465==O 

5:A?5@B=8E >FV=>: 206;82>ABV :@8B5@VN >B@8<0=> :>5DVFVє=B 206;82>ABV ω = 8.09. 

�;O 28:>@8AB0==O 2 A8AB5<V >FV=N20==O 7=0G5==O :>5DVFVє=B0 206;82>ABV 

70>:@C3;NєBьAO 4> FV;>3> G8A;0 (ω = 8). *59 @57C;ьB0B 2V4>1@060є C73>465=C 4C<:C 

B@ь>E 5:A?5@BV2 7 2@0EC20==O< =5287=0G5=>ABV WE=VE AC465=ь B0 45<>=AB@Cє 28A>:C 

206;82VABь 40=>3> :@8B5@VN 4;O 70157?5G5==O 157?5:8 2514>40B:C.

�0?@>?>=>20=89 <5B>4 70157?5GCє :><?;5:A=89 ?V4EV4 4> 5:A?5@B=>3> 

>FV=N20==O G5@57 2@0EC20==O AC1'є:B82=>ABV B0 =5287=0G5=>ABV 5:A?5@B=8E >FV=>: 

H;OE>< D078DV:0FVW, >1'є:B82=5 C73>465==O @V7=8E 4C<>: 5:A?5@BV2 <5B>4>< 

A5@54=ь>3> 0@8D<5B8G=>3> B0 >B@8<0==O B>G=>3> G8A;>2>3> 7=0G5==O :>5DVFVє=B0 

206;82>ABV 4;O ?>40;ьH>3> 28:>@8AB0==O 2 A8AB5<V 1030B>:@8B5@V0;ь=>3> 

>FV=N20==O 157?5:8. &0:89 <5B>4 4>72>;Oє <V=V<V7C20B8 2?;82 V=482V4C0;ь=8E 

C?5@5465=ь 5:A?5@BV2 B0 70157?5G8B8 1V;ьH >1'є:B82=C >FV=:C 206;82>ABV :@8B5@VW2 

157?5:8.

3.3 �8A=>2>: 4> @>74V;C 3

#@>2545=> 5:A?5@8<5=B0;ь=5 4>A;V465==O @V2=O 157?5:8 2514>40B:C

=0 ?@8:;04V A?5FV0;V7>20=>3> =02G0;ь=>3> A5@54>28I0 "OWASP Juice Shop" 7 

?>?5@54=ь> 2?@>20465=8<8 2@07;82>ABO<8, I> 40;> 7<>3C ?V4B25@48B8 ?@0:B8G=C 

70AB>A>2=VABь @>7@>1;5=>3> 040?B82=>3> <5B>4C :V;ь:VA=>W >FV=:8 70E8I5=>ABV 

2514>40B:V2, O:0 �@C=BCєBьAO =0 AB0=40@BV OWASP ASVS.



�4V9A=5=> ?5@28==C >FV=:C 157?5:8 2514>40B:C 157 2@0EC20==O 

:>5DVFVє=BV2 206;82>ABV B0 28O2;5=> =87ь:89 7030;ь=89 @V25=ь 70E8I5=>ABV V7 

7=0G=8<8 ?@>30;8=0<8 C :;NG>28E 0A?5:B0E.

"1�@C=B>20=> B0 5<?V@8G=> ?V4B25@465=> 206;82VABь 2?@>20465==O 

A8AB5<8 203>28E :>5DVFVє=BV2 4;O :@8B5@VW2 B0 28<>3 157?5:8 G5@57 ?>@V2=O;ь=89 

0=0;V7 @57C;ьB0BV2 >FV=N20==O, I> 40;> 7<>3C 2AB0=>28B8 ACBBє25 ?V428I5==O 

B>G=>ABV B0 @5;520=B=>ABV >FV=:8 70E8I5=>ABV 7 :>@5;OFVєN 4> 28O2;5=8E 

:@8B8G=8E 2@07;82>AB59 C =570;56=8E 4>A;V465==OE.

�0?@>?>=>20=> B0 45B0;ь=> @>73;O=CB> 28:>@8AB0==O 0?0@0BC =5GVB:>W 

;>3V:8 4;O ?V428I5==O B>G=>ABV B0 >1'є:B82=>ABV 5:A?5@B=>3> >FV=N20==O 203>28E 

:>5DVFVє=BV2 G5@57 <5E0=V7<8 D078DV:0FVW, C73>465==O 4C<>: 5:A?5@BV2 B0 

45D078DV:0FVW, I> 40;> 7<>3C D>@<0;V7C20B8 AC1'є:B82=V AC465==O, <V=V<V7C20B8 

2?;82 V=482V4C0;ь=8E C?5@5465=ь B0 70157?5G8B8 <0B5<0B8G=> >1�@C=B>20=C 

>A=>2C 4;O :V;ь:VA=>3> 28<V@N20==O 157?5:>28E ?0@0<5B@V2.

"B65, @57C;ьB0B8 @>74V;C 3 4>2>4OBь, I> @>7@>1;5=89 <5B>4 70157?5GCє 

:><?;5:A=89, >1'є:B82=89 B0 040?B82=89 ?V4EV4 4> >FV=:8 157?5:8 2514>40B:V2 7 

C@0EC20==O< O: =0O2=>ABV, B0: V 7=0GCI>ABV 70E8A=8E <5E0=V7<V2, ?@>B5 H8@>:5 

?@0:B8G=5 2?@>20465==O ?>B@51Cє 02B><0B870FVW ?@>F5AV2 >FV=N20==O 4;O 

5D5:B82=>3> 70AB>AC20==O 2 ?@><8A;>28E <0AHB010E.



$"���� 4. #$��&�+!� $������*�/ %�%&� � ���Ь��%!"�" 

"*�!.��!!/ /�"%&� ��)�Щ�!"%&� ����"��&���

4.1. #@>є:BC20==O B0 @50;V70FVO 0@EVB5:BC@=>W V ;>3VG=>W <>45;V 

V=D>@<0FV9=>W A8AB5<8

#@54AB02;5=89 <5B>4 C ?>?5@54=VE @>74V;0E <>65 1CB8 040?B>20=89 4> 

DC=:FV>=0;C, 0@EVB5:BC@8 B0 @V2=O :@8B8G=>ABV 40=8E :>=:@5B=>3> ?@>є:BC 

2514>40B:C. ASVS H8@>:> 28:>@8AB>2CєBьAO 2 30;C7V V=D>@<0FV9=>W 157?5:8 4;O 

>FV=:8 =04V9=>ABV 0@EVB5:BC@8, @50;V70FVW B0 :>=DV3C@0FVW 2514>40B:V2, ?@>B5 9>3> 

?@0:B8G=5 70AB>AC20==O AB8:0єBьAO 7 @O4>< >1'є:B82=8E >1<565=ь.

%CG0A=89 AB0= @>728B:C 251B5E=>;>3V9 E0@0:B5@87CєBьAO 5:A?>=5=FV0;ь=8< 

7@>AB0==O< A:;04=>ABV ?@>3@0<=8E A8AB5< B0 2V4?>2V4=8< ?V428I5==O< 28<>3 4> 

WE V=D>@<0FV9=>W 157?5:8. $>7@>1;5=89 <5B>4 <VAB8Bь 133 :0B53>@87>20=V 28<>38, 

45B0;V7>20=V G5@57 ?>=04 800 A?5F8DVG=8E :@8B5@VW2 ?5@52V@:8, I> >E>?;NNBь 2AV 

:;NG>2V 0A?5:B8 70E8I5=>ABV 2514>40B:V2. &0:0 45B0;ь=VABь B0 2A5>E>?=VABь, E>G0 

9 70157?5GCє :><?;5:A=VABь >FV=N20==O, >4=>G0A=> AB2>@Nє 7=0G=V ?@0:B8G=V 

28:;8:8 4;O 5D5:B82=>3> 70AB>AC20==O 2 @50;ь=8E C<>20E @>7@>1:8 B0 5:A?;C0B0FVW 

2514>40B:V2.

&@048FV9=89 ?V4EV4 4> 70AB>AC20==O <5B>4C 107CєBьAO =0 <0=C0;ь=><C 

0=0;V7V :>6=>3> :@8B5@VN 5:A?5@B>< 7 V=D>@<0FV9=>W 157?5:8, I> ?5@5410G0є 

V=482V4C0;ь=5 >FV=N20==O @5;520=B=>ABV, 2AB0=>2;5==O 203>28E :>5DVFVє=BV2 B0 

D>@<C20==O V=B53@0;ь=>W >FV=:8 70E8I5=>ABV A8AB5<8. �<?V@8G=V 4>A;V465==O 

?>:07CNBь, I> ?>2=89 F8:; >FV=N20==O >4=>3> 2514>40B:C 28<030є 2V4 30 4> 50 

3>48= @>1>B8 :20;VDV:>20=>3> A?5FV0;VAB0, I> @>18Bь B0:89 ?V4EV4 5:>=><VG=> 

=55D5:B82=8< 4;O 1V;ьH>ABV >@30=V70FV9 B0 :@8B8G=> >1<56Cє <>6;82>ABV 

H8@>:>3> 2?@>20465==O 2 V=4CAB@VW ?@>3@0<=>3> 70157?5G5==O.

' :>=B5:ABV ACG0A=8E 28<>3 4> H284:>ABV @>7@>1:8 ?@>3@0<=>3> 

70157?5G5==O, 7>:@5<0 <5B>4>;>3V9 DevOps B0 Continuous Integration/Continuous 

Deployment (CI/CD), <0=C0;ь=V ?@>F5A8 >FV=N20==O 157?5:8 AB0NBь :@8B8G=8< 



2C7ь:8< <VAF5<, I> AC?5@5G8Bь ?@8=F8?0< 3=CG:>W @>7@>1:8. *5 >1C<>2;Nє 

=5>1EV4=VABь AB2>@5==O 02B><0B87>20=8E @VH5=ь, 740B=8E 70157?5G8B8 5D5:B82=5 

70AB>AC20==O <5B>4C 157 2B@0B8 O:>ABV B0 ?>2=>B8 0=0;V7C.

�;3>@8B<VG=V 0A?5:B8 02B><0B870FVW 2:;NG0NBь @>7@>1:C <0B5<0B8G=8E 

<>45;59 4;O =>@<0;V70FVW 203>28E :>5DVFVє=BV2, 03@530FVW >FV=>: =0 @V7=8E 
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0;3>@8B<C >FV=N20==O 70E8I5=>ABV 2514>40B:V2, O:V 70157?5GCNBь :><?;5:A=89 

?V4EV4 4> 02B><0B870FVW ?@>F5AC 157?5:>2>3> 0C48BC.



$8A �@EVB5:BC@0 V=D>@<0FV9=>W A8AB5<8
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A8AB5<8 є >@30=V70FVO B0 AB2>@5==O AB@C:BC@8 40=8E, 740B=>W 70157?5G8B8 5D5:B82=5 

715@V30==O, >1@>1:C B0 28:>@8AB0==O @57C;ьB0BV2 >FV=N20==O. ' Fь><C :>=B5:ABV 

:;NG>2C @>;ь 2V4V3@0є 1070 40=8E, O:0 70157?5GCє 270є<>4VN <V6 0=0;VB8G=>N 

<>45;;N, :>@8ABC20Fь:8< V=B5@D59A>< B0 DC=:FV>=0;ь=8<8 <>4C;O<8 2514>40B:C. 
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40=8E B0 >?5@0FV9=V ?@>F5A8 :>@8ABC20Fь:>W 270є<>4VW. � >A=>2C <>45;V ?>:;045=> 

:>=F5?FVN AB@C:BC@>20=>3>, Vє@0@EVG=>3> 715@V30==O 28<>3 157?5:8, 0 B0:>6 

<5E0=V7<8 DV:A0FVW @57C;ьB0BV2 >FV=N20==O B0 040?B0FVW 281V@:8 28<>3 2V4?>2V4=> 

4> DC=:FV>=0;ь=8E E0@0:B5@8AB8: >1'є:B0 4>A;V465==O.
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%8AB5<0 107CєBьAO =0 AB@C:BC@V AB0=40@BC OWASP ASVS. ' 107V 40=8E F5 

?@54AB02;5=> C 283;O4V B@8@V2=52>W Vє@0@EVW, 45 @>74V;8 (sections) >1’є4=CNBь 

A5<0=B8G=> A?>@V4=5=V 28<>38, :>6=0 7 O:8E 45B0;V7CєBьAO G5@57 =87:C :@8B5@VW2 
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, O:0 D>@<0;V7Cє >1<V= ?>2V4><;5==O<8 <V6 0:B>@>< (:>@8ABC20G5<) V 
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?>B5=FV9=C ?>25@E=N 0B0:8 2514>40B:C, 2V4?>2V4=> 28<>38 4> 157?5:8 API
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157?5:8 A8AB5<8.

"1@>1:0 :>=DV45=FV9=8E 40=8E ?>B@51Cє >:@5<>3> 0=0;V7C B0 70AB>AC20==O 
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4>B@8<0==O AC2>@8E AB0=40@BV2 I>4> ?@>F54C@ 715@V30==O, ?5@540GV B0 :>=B@>;N 
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!0O2=VABь 4>ABC?C 5:A?5@B0 7 >FV=N20==O 157?5:8 4> B5E=VG=>W B0 
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